
Designing & Implementing a 'mobile European Student Card'

The Erasmus Student eCard

21st ISSE Conference | 6th / 7th November 2019

Matthias Schwan, Bundesdruckerei GmbH, Germany

Tim Ohlendorf, Fraunhofer AISEC, Germany (formerly FU Berlin)

|  111/06/19



Agenda

The StudIES+ Project

Student ID Card

Student ID Demo

|  211/06/19



|  3

Student's Identification and 

Electronic Signature Services

11/06/19



Consortium

|  4

2017 CEF Telecom Call - eIdentification & eSignature

11/06/19



Short Overview
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Student ID Card
The Digital Student ID on the Smartphone
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Student ID Approach: Secondary ID – Issuance Use Case
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Student ID Approach: Secondary ID – Online Use Case
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Student ID Approach: Secondary ID – Local Use Case

|  9

Student-ID-App

Member State “any“

Secondary ID Identification

(e.g. Library at University)

Service

11/06/19



Student ID Approach: Secondary ID – Attribute Management

|  10

Minimum Data Set (MDS):
• Family Name
• First Name
• Date of Birth
• Person Identifier

Optional Data Set
• First Name at Birth
• Family Name at Birth
• Place of Birth
• Current Address
• Gender

Implicitly known Attributes
• Nationality
• ID-Document

Source eIDAS:
• Family Name
• First Name
• Date of Birth

Source HEI-DB:
• Student Number (ESCN)
• Course of study
• Degree program

Source Self-enrolled:
• Portrait Image
• Local Address

Other, e.g.
Public Transport data (Images, 2D Barcode)

Primary ID
(get Attributes from eIDAS-Network)

Secondary ID
(put Attributes onto “Student ID Card”)
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Student ID Aproach: Secondary ID – Trust Model
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Trust via Recognition of Root-Certificates
in the Domain of Higher Education

(e.g. PKD, Trust Lists)
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Student ID Approach: Summary
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Attributes are locally stored on the mobile device as Secondary ID 
via issuing service of HEI.

Authenticity of attributes is achieved by X.509 Certificates 

Authenticity of Online Service is achieved by X.509 Certificates

No Identity Provider at HEI required for online and local 
identification.

Trust Model relies on bilateral recognition of RootCA certificates

in the domain of higher education.

1.

2.

3.

4.

5.
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Student ID Demo
Prototype for Android and iOS
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Student ID Card: Overview
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● Simple registration from home

● Online and offline use cases

● Secure and privacy-preserving

● Standalone app or module

● Open ecosystem for further services and ID cards
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Student ID Card App: Registration & Issuance
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Student ID Card App: Registration & Issuance
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Student ID Card App: Registration & Issuance
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Student ID Card App: Registration & Issuance
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Student ID Card App: Registration & Issuance
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Student ID Card App: Registration & Issuance
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Student ID Card App: Registration & Issuance
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Student ID Card App: Use Cases on Campus
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Student ID Card App: Use Cases on Campus
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Student ID Card App: Use Cases on Campus

|  2411/06/19



Student ID Card App: Use Cases eExam Results

eExamResults
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eExamResults

Student ID Card App: Use Cases eExam Results
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Student ID Card App: Further Use Cases
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On-Campus Companies, eGov & 
eHealth

Off-Campus

[3]
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Thank You.

Dr. Matthias Schwan

Principal Security & PKI

Technology – Governmental ID Solutions

Bundesdruckerei GmbH
Kommandantenstrasse 18 
10969 Berlin

GERMANY
www.bundesdruckerei.de
matthias.schwan@bdr.de
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Resources

1. eIDAS Logo: https://www.eid.as/fileadmin/eidas-files/img/logo-schriftzug.png

German nPA: https://commons.wikimedia.org/wiki/File:Mustermann_nPA.jpg

Portuguese ID Card:     

https://en.wikipedia.org/wiki/File:Cart%C3%A3o_de_Cidad%C3%A3o_Portugu%C3%AAs.jpg

Dutch ID Card:   

https://en.wikipedia.org/wiki/File:Dutch_identity_card_front_specimen_issued_9_March_2014.jpg

2. Student Icon: 

https://de.pngtree.com/freepng/vector-male-student-icon_3785524.html

3. Electronic Health Card: 
https://de.wikipedia.org/wiki/Elektronische_Gesundheitskarte#/media/Datei:Elektronische_Gesund
heitskarte_2011.svg
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