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Design Study of “Student ID Card”

Which services can | use my Student ID Card
for online?

A variety of services offer authentication via Student
ID Card, more information can be found here:

www.fub.de/en/studentportal
www.loremipsum.com

www.dolorsitamet.nl/consectetur

| lost my PIN - what should | do?

Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Aenean euismod bibendum laoreet. Proin gravida
dolo.

What is a Mobile Student Card?

Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Aenean euismod bibendum laoreet. Proin gravida
dolo.
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ﬂ htips://www.fu-berlin.de/Serv o] :

Freie Universitit Berlin

E-Examinations

MENU

=
StudIES+ e-eXam

”

Identify at University Online Service “eExam
to view exam results

Welcome, Sofia

In hac habitasse platea dictumst.
Vivamus adipiscing fermentum quam
volutpat aliquam. Integer et elit eget elit
facilisis tristique. Nam vel iaculis mauris.
Sed ullamcorper tellus erat, non ultrices
sem tincidunt euismod. Fusce rhoncus
porttitor velit, eu bibendum nibh aliquet
vel. Fusce lorem leo, vehicula at nibh
quis, facilisis accumsan turpis.
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Family Nama

Moreno Suarez  freie Universitit

First Name

Sofia

| I Date of Birth

StudIES+

123456
Librrary Mumber

UNI12345

'

Identify at University local Service “Library’
to lend books and media

NFC))
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& > (| ntipsdiwww fu-berlin de/en/services

Freie Universitét

DEPARTMENTS AND INSTITUTIONS

DEPARTMENTS GOVERNING BOARDS ADMINISTRATION CENTRAL FACILITIES

Homepage » Depariments » Services » Mobile Student ID Card
Congratulations!

From now on you can use your mobile FU Campuscard within the
Student ID Card App. These services support the App:

Online

Borrow books at the FU library
Enrolment

E-Exam

Check your grades

Top up mensa card

Offline

Canteen
Library

Berlin 70 10482018 EN v

Homepage Index Contact Legal Notice Privacy Policy Emergencies Services

Quicklinks Information for Search with Google™ ... Q,

SERVICES LIBRARIES REPRESENTATIVES

Student ID Card Setup

Thank you!

Student ID Card is ready to go.

StudIES+




The StudlES+ Aproach: Secondary ID
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The StudlES+ Aproach: Secondary ID
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Member State A
(e.g. Ersasmus Student)

Secondary ID

Member State ,any™
(e.g. any online service)

Acceptance

Online Service

Student-ID-App

Identification I

/
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Online Service

N /
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The StudlES+ Aproach: Secondary ID

Member State "any™
(e.g. Library at University)

Identification

Student-ID-App
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The StudlES+ Aproach: Secondary ID

Primary ID

(get Attributes from elDAS-Network)

Minimum Data Set (MDS):

Family Name
First Name

Date of Birth
Person Identifier

Optional Data Set

First Name at Birth
Family Name at Birth
Place of Birth
Current Address
Gender

Implicitly known attributes

Nationality
ID-Document
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Secondary ID

(put Attributes onto “Student ID Card”)

Source elDAS:
e Family Name
e First Name

e Date of Birth

Source HEI-DB:

e Student Number (ESCN)
e Course of study

* Degree program

Source Self-enrolled:
* Portrait Image
e Local Address

Other, e.g.

Public Transport data (Images, 2D Barcode)

a
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The StudlES+ Aproach: Secondary ID

/RootCA Certificat}
il
K HEI llA” /
/RootCA Certificat} KRootCA Certificat)
111 111
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/RootCA Certificate\
111
K HEI ucn /
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The StudlES+ Aproach: Secondary ID

1. Attributes are locally stored on the mobile device as Secondary ID
via issuing service of HEI.

No Identity Provider at HEI required for online and local identification.

Authenticity of attributes is achieved by X.509 Certificates

4. Authenticity of Online Service is achieved by X.509 Certificates

Trust Model relies on bilateral recognition of RootCA certificates in the
domain of higher education.

=
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Alternative Approaches

Approach:

always use primary ID
with additional attributes
for Online ldentification

www.ESMO-project.eu

<—> eID Scheme under national law

<—> eIDAS Scheme under EU regulation

<--> elID Scheme under national law
connected to eIDAS network

<--> HEI Scheme under national law
connected to eIDAS network

National
eID-Scheme

Service .
Provider ST

National
eID-Scheme

bt T Service
Provider

HEI
Attribute-
Provider

o

HEI
A Attribute-
Provider

ID-Provider Citizen

&
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Alternative Approaches

Validate ESCN against central
registry for local Identification

@ The platform

-
1T !

Institution

(o

Other services
providers

ESCR

THE EUROPEAN
STUDENT CARD

Source: Jean-Paul Roumegas, Centre national des oeuvres universitaires et scolaires, France, Project Manager ESC.

Erasmus+

* http://europeanstudentcard.eu/
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